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«O moANTHKE AJIMHHHCTPALIHH
CIl  «Ceno Jlonatuuo» B OTHOIICHNH
00paboTKH NMEPCOHATBLHBIX JIAHHBIX»

B nensax obecneyeHns 3amuThl NEPCOHAIBHBIX JAHHBIX TPaKAaH B COOTBETCTBHH ¢ De-
AepanbHbM 3akoHoM o1 27.07.2006r. No 152-33 «O nepcoHaIbHBIX JaHHBIX»

INOCTAHOBUJISIIO:

1. VYTBepauTh MONINTHKY aJIMHHHCTPALMH cesibekoro nocenenns «Ceno Jlonaruuo» B oTHOLIE-
HHH 00pabOTKH MepCcoHANBHBIX JaHHBIX (npHioxkeHHeNe 1).

KOHTpOIIb UCIOJIHCHHS HACTOALLErO ITOCTAHOBJIEHHS OCTABJIAIO 32 cODOI.
. Hacrosee nocraHoBnenue BCTYNACT B CHJIY CO AHA Cro O(l)HllliaJleOFO 06H3p011088Hllﬂ H
IMOJUICIKHT pasMCIICHHIO HA Oq)HLlHaﬂbHOM caire AJIMHHHCTpAIHH paﬁoua.
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[punoxenue

K NOCTaHOBNeH IO aaMuHHCTpaunH CI1
«Ceno JlonaTtuHo»

or 20.01.2023 Ne 5

INOJIUTHKA
aaMuHueTpamnn ceanckoro nocenenns «Ceno Jonmaruno»
B oTHOWeNHK 06paboTKI NePCONAALHBIX AAHHBIX

1. O0wmme nosoxKenns
1.1.- TepMuHbI K ONpeaETICHHA

Iepconanuubie aaunbie - nodas MHGOPMALMA, OTHOCALLAACS K NPAMO WK KOCBEHHO Onpe/e-
NEHHOMY MITH ONpeeNAeMOMY (HIHUECKOMY JHLY (CYOBEKTY NEPCOHaNBHBIX IaHHBIX).

OnepaTop - roOCYIapCTBCHHBIN OPraH, MyHHUMNANbHBIH OPraH, IOPUAMYECKOE HIH QH3HYECKoe
NHUO, CAMOCTOATENBLHO MM COBMECTHO C APYFHMH JIMLIAMHK OPraHM3yiowue H (MaH) OCYIeCTBAAIOLIHE
06paGoTKy NepcoHaIbHBIX AAHHBIX, & TAKKE ONpEACAouHe Lueau obpaboTku NepCOHANBHBIX AAHHBIX,
COCTAB MEPCOHANLHBIX JAHHBIX, NoAnexauux obpaboTke, AeHCTBUA (Onepaluu), CoBepluaeMbie C nep-
COHAJTLHBIMH JIAHHBIMH.

O6patoTKa NEpeoNANbLHLIX JAHHBIX - Moboe feHcTBHE (Onepalys) Wik COBOKYNHOCTH nei-
cTeHii (OnepaLmit), COBEPUIAEMBIX C HCTIONBIOBAHHEM CPEACTB aBTOMATH3aUMK MK Ge3 HeronLIoBAHKA
TAKMX CPEACTB C MEPCOHANBHLIMH JAHHBIMH, BKTIOYas cOOp, 3aMUCh, CHCTEMATH3ALMIO, HAKOIUICHHE,
XpaHeHue, yrouHenue (OGHOB/eHHE, H3IMEHEHHE), M3BJICYEHHE, HCMONB30BAHME, nepenaty (pacnpo-
CTpaHeHue, NpeJocTaBieHue, aoctyn), obesnnuupane, 610KHPOBAHHE, YAANEHHE, YHHUYTOKEHHE Nep-
COHA/IbHBIX IAHHBIX.

AsToMaTHInpoBanuas o6paloTka NEPCOHANBHBIX AaHHLIX - 00paboTka nepcoHaNbHLIX
AAHHBIX C MOMOULBIO CPECTB BhIYHCITHTEIbHOM TEXHHUKH.

PacnpocTpanenie nepeoHajbHbIX AAHHBIX - ACHCTBHSA, HAaNpPaB/eHHbIC HA PACKPBITHE Nepeo-
HANBHBIX AAHHBIX HEONpPEIENEHHOMY KPYTY JIHLL.

Ilpeuocrauncuue NEepPCOHAIBHBIX JAHHBIX - IlCﬁCTBHﬂ, HANpaBJCHHbLIC HA PacKpbITHE nepco-
HaNBHBIX AAHHBIX ONPEAETIEHHOMY NHLLY WK ONpEIeIEHHOMY KPYTY JIHLL

BAOKHPOBAHHE NEPCONAJLIBIX AAHHBIX - BPEMEHHOE MpekpatlieHne 06paboTKH NepeoHaIb-

HBIX JAHHBIX (32 HCKIOYCHHEM ciyuaes, ecan obpaboTka HeoOXOAKMMA 1A YTOUHEHHA NEPCOHAIBHBIX
JAHHBIX).

>

VHHUTOKCHNIE NEPCONAILHBIX AAHHBIX - JICHCTBHA, B PE3Y/ILTATE KOTOPHIX CTAHOBMTCA HE-
BO3MOKHBIM BOCCTAHOBMTE COAEPKAHHE MEPCOHANBHBIX JAHHBIX B HH(OPMAUMOHHOMN cHCTeMe nepeo-
HAIBHBIX JAHHBIX ¥ (M14) B PE3YNbTATE KOTOPLIX YHHYTOXAIOTCA MAaTePHAIbHBIC HOCHTE/H NEPCOHAb-
HBIX AaHHbBIX. '

OGe3AnuuBANHE EPCOHATLHBIX AAHHBIX - ICHCTBUA, B PE3ybTAaTE KOTOPLIX CTAHOBHTCA He-
BO3MOMKHBIM 63 HCNONL3ORAHUA AONONHHTEIBHOH HHOOPMALIMH ONPEAC/IHTE NPHHALIEKHOCTD Nepco-
HANBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY NepcoHaNbHBIX JIaHHBIX.

WHopMALHOHIAS CHCTEMA MEPCOHABNBIX AAHHBIX - COBOKYNHOCTD COACPAKAUIMXCA B Dasax
JAHHBIX NEPCOHANBHBIX JaHHBIX M Ofecneunsaromux ux o6paboTky HHPOPMAUHOHHBIX TEXHONOMHI 1
TEXHHYECKHX CPEACTS.

Tpaucrpanuuuas nepeaasa nepeonaibHbIX JAHHBIX - NEPelaya NepCOHANbHEIX JAHHBIX Ha
TepPUTOPHIO MHOCTPAHHOIO FOCYN2PCTBA OPraHy BJACTH HHOCTPAHHOrO rocyaapcTsa, HHOCTPAHHOMY
(H3UHECKOMY NIHLLY HIH HHOCTPAHHOMY FOPHAHHECKOMY JIHLLY.

1.2. HasnaueHue ¥ NpaBoBas OCHOBA JIOKYMEHTA.

[lonuTika aaMuHKUCTpauuK cenbekoro nocenenua «Ceno JlonatuHoy (nanee - aAMHHHCTPAUHA
paiioHa) onpesenseT CHeTeMy B3rIAA0B Ha npobnemy obecneuenus 6e30MacHOCTH NEPCOHANBHBIX AaH-
HBIX ¥ TIpeACTaBAET cO00H CHCTEMATHIMPOBAHHOE HM3JIOXKEHHE LeJIeH M 3a/1aY 3aLIMTH], KaK OJHO WiH
HECKOMbKO MPaBHA, NPOLEAYP, NPAKTHYECKHX NPUEMOB H PYKOBOAALMX NpHHLMNOB B obnacTn nHdop-
MALHOHHOH 6e30NacHOCTH, KOTOPBIMH PYKOBOACTBYETCA AAMMHMCTPAUMA B CBOCH ACATENBHOCTH, a
TAKKe OCHOBHBIX MPUHUMIOB MOCTPOCHHA, OPraHH3ALUMOHHBIX, TEXHONOIHYECKHX H NPOLEAYPHBIX ac-
nektos obecrneyeHns GE30MacHOCTH NEPCOHANIBHBIX IRHHBIX.

3aKOHO/ATENbHOI OCHOBOH HacTosuel IMonutuky ssasiores Koxeruryuus Poccuiickoi De-
nepauny, Mpaxaatckuit, Yronosusiii n Tpynoeoit konekesl Poceuiickoit dencpatin, DenepanbHbli
aakoH ot 27.07.2006 Ne 152-®3 «O nepconansbix nanHbix», Demepanbubiit 3akon ot 06.10.2003
Nol31-®3 «O6 oBuMX NPHUHLMIAX OPraHW3ALKMH MECTHOTO camoynpapienus B Poccuiickoit eaepa-
LMY, 3AKOHBI, YKa3bl, MOCTAHOB/CHHS, APYIHE HOPMATHBHBIC AKTh! ACHCTBYIOUICIO 3aKOHOAATEABCTEA




Poccuiickoi deaepain, 1okymenTsl DesepanbHolt cykObl N0 TEXHHYECKOMY H 3KCMOPTHOMY KOH-
Tpomo H Qeaepanshoii cayx0sl GesonacHocT Poccu.

Hcnons3osasine naHHoi [TofMTHKH B KAYECTBE OCHOBBI JUIA MOCTPOEHHA KOMIUIEKCHOH CHCTE-
ME! HHDOPMALHOHHO# Ge30NaCHOCTH NEPCOHANBHBIX AHHBIX AAMHHHCTPALMH paioHa NO3BOIHT ONTH-
MH3HPOBATH 3aTPATH Ha €€ NOCTPOCHHE.

Tpu paspaborke [ToAHTHKH YUHTBIBAIHCH OCHOBHBIE MPUHLMIBI CO3JIAHMSA KOMIUICKCHBIX CH-
creMm obecneveHHs 6e30MacHOCTH HHOOPMALMH, XADAKTEPUCTHKH H BO3MOXKHOCTH OpraHH3aUHOHHO-
TeXHHYECKHX METOJIOE H COBPEMEHHBIX aNMapaTHO-NPOrPAMMHBIX CPE/ICTB 3alUMTHI H POTHBOACHCTBHA
yrposzam GesonacHOCTH HHGbOPMAUHH.

OcHosHble nonoskenia Monutiki GasHpyIOTCA Ha KAYECTBEHHOM OCMBIC/IEHHH BONPOCoB Oes-

ONacHOCTH HHOOPMALMK | HE 3aTParHBaioT BONPOCOB 3KOHOMMYECKOrO (KOTHYECTBEHHOr0) aHaNH3a
PHCKOB # 0GQCHOBaHHKA HEOOXONKUMBIX 3aTPAT Ha 3aLUMTY HHPOPMALIHH.

2 O0bLEKTHI 3AMHTDHI

OcHoBHEIMH OOBeKkTaMH cucTeMbl 0e30MacHOCTH MEepPCOHANBHBIX AAHHBIX B aAMHHHCTPAUMH
paiioHa SBAAOTCA:

MHGOPMAUMOHHBIE PECYPCHI C OrPAHHYEHHDBIM IOCTYTIOM, CONCPIKALIHE NEPCOHAILHBIC Aak-
HblE;

npoueccs! 06paboTKH NEPCOHANBHBIX AAHHBIX B HH(OPMALIMOHHOH CHCTEME NEPCOHATBHBIX

AAHHBIX AAMMHMCTPALMH, HHDOPMALHOHHEIE TEXHONOTHH, PerIaMeHTbl U npoueaypsl cGopa, o6padoT-

KH, XpaHeHHs 1 nepeaaud HHOpMaLuK, nepconan pa3paboTIMKOB U NOJB30BATEEH CHCTEMBI 1 €€ 06-

CYKHBAKOLLMA NEPCOHAT, .
—  nHDOPMALMOHHAA HHPACTPYKTYPA, BKIIOYAIOMWAA CHCTEMbI 00paboTky 1 ananusa uHpop-

MAUMH, TEXHHYECKHE 1 NPOrpaMMHble CpescTsa e¢ 06paboTkH, nepesaun U oToGpaKeHns, B TOM HHCAe

KaHa/b! HHPOPMALMOHHOTO OGMEHA H TEIEKOMMYHHKALMH, CHCTEMBI M CPE/ICTBA 3ALUMTHI HHYOPMAUHH,

00BEKTHl W MOMEIeHHA, B KOTOPLIX PacmoOXeHbl TEXHHYECKHE CPEACTEA 06p360TKH NepCOHANIbHBIX
JIaHHBIX.

3. 1 ean u 3agaun obecnedenns 6e30nMaAcCHOCTH NEPCOHANBHBIX AAHHBIX

3.]. Unrepeck! 3aTpardBaeMeiX cyOHeKToB HHHOPMALIHOHHBIX OTHOLICHHH.

Cy6uexramu HHOOPMALMOHHbIX OTHOWEHHH NpH obecneveHny Ge30nacHOCTH NEPCOHATBHBIX
JAHHBIX aIMHHHCTPALIMH paHoHa ABNAIOTCA:

AIMMHUCTpaLMA paiioHa, KaK COOCTBEHHHUK HH(OPMAUMOHHBIX PECypCOB;

PYKOBOJICTBO W COTPY/AHUKH aAMHHHCTPAUMH palioHa, B COOTBETCTBHH C BOIOMEHHBIMH Ha
HUX QYHKUMAMH.

TMepeuncnentsie cyObexTsl MHQOPMALIMOHHBIX OTHOWEHHH 3aHHTEPECOBAHBI B ODECTICHCHHM:
CBOEBPEMEHHOTO J10CTYNA K HCOOXOMMBIM MM MEPCOHAIBHBIM JaHHbIM (X JOCTYIIHOCTH);
NOCTOBEPHOCTH (NONHOTHI, TOYHOCTH, aJCKBAaTHOCTH, LEJIOCTHOCTH) NEepCOHANbHBIX AaH-

HBIX;

KOH(DHACHUMANBHOCTH (COXpaHEeHHs B TaliHe) NEPCOHANBHBIX JaHHBIX] ‘

3AUMTH OT HABA3LIBAHUA UM JIOKHBIX (HCJIOCTOBCPHBIX, HCKH)KCHHBIX) MEPCOHAIbHBIX JaH-
HBIX]

pasrpaHHueHHs OTBETCTBEHHOCTH 33 HAPYIICHHS MX Mpas (MHTEPECOB) W YCTAHOBJICHHBIX
npasui 0GpalleHHs C NePCOHANBHBIMH IAHHBIMH,

~  BO3MOMHOCTH OCYLIECTB/ICHHA HEMPEPBIBHOIO KOHTPOJIA H YNPABACHHA npoueccaMH oGpa-
OOTKH H nepeaaym nepcoHaIbHbIX AaHHBIX,

3ALMTH NEPCOHATBHBIX AAHHBIX OT HE3AKOHHOTO PacpOCTPAHEHHA.
3.2. Llen# 3aiursl.

OcHOBHOM LENBIO, HA AOCTHXCHHE KOTOPOit HANpaBCHB BCE NONOXKEHHA HacToauen [lonnTu-
KW, SBASeTcA 3auwmTa cy6LekTos HHGOPMALMOHHEIX OTHOMECHHH aZIMHHHCTDALMH paiioHa OT BO3MOK-
HOFO HAHECEHUS HM MATEPHAILHOTO, GU3HYECKOTO, MOPATIBHOTO HAH HHOTO yiuepba, MocpeaCcTBOM Ci1y-
4ai{HOrO WM NPEAHAMEPEHHOTO BO3ACHCTBMA HA NEPCOHANBHBIC IAHHBIE, HX HOCHTEIH, Npoueccsl 06-
paboTKH ¥ nepenayy.

VkazanHas (eNb JOCTHraeTCa NOCPEeiCTBOM OOECreyeHHs W MOCTOSHHOrO MOJMepXKAHMS Cas-
AYIOUHX CBOMCTB ﬂcpCOHaﬂbelX JAHHBIX!
~  JOCTYNMHOCTH MEPCOHANBHBIX AHHBIX JUIS NIEra/IBHBIX MOAb30BaTeNeH (YCTOHUHBOrO Syes-

UMOHHPOBAHUA MH(OPMAUMOHHOH CHMCTEMbl AJIMMHHCTPAlHH PaHOHa, NPH KOTOPOM MOAB30=aTEIH

MMCIOT BO3MOYKHOCTD MONYHEeHHA HEOOXOANMBIX MEPCOHATBHBIX AAHHBIX H PE3YNLTATOB PEIncss 32334
3a NPHEMIEMOE JUIR HUX BpeMs);




—  LENOCTHOCTH M AYTEHTHYHOCTH (MOATBEPACHHE ABTOPCTBA) MEPCOHANBHEIX AAHHLIX, Xpa-

HUMBIX # 00pabaTbizaeMeIX B HHOPMAUMOHHOH CHCTEME aIMHHHCTPALIHH paiioHa ¥ MepeaasaeMon no
KaHANaM CBA3H;

KOH(MAEHUMANTLHOCTH - COXPAHEHHS B TaHHE ONpeNeNEHHOMN YaCTH NEPCOHATBHBIX AaHHBIX,
XpaHHMBIX, 06pabaTbiBaEMbIX H NEPEABACMBIX 10 KaHAaM CBA3M.

HeobxoauMmblil ypoBeHb AOCTYMHOCTH, LEJOCTHOCTH H KOHOHACHUHANLHOCTH MNEPCOHAIBLHBIX
NAHHBIX 06ECNEUHBAETCA COOTBETCTBYIOIIMMH MHOKECTBY 3HAUMMBIX Yrpo3 METOJIaMH H CPE/ICTBAMH.

3.3, OCHOBHBIE 321241 cHCTeMbI 0BecrieyeHns 6e30MacHOCTH MEPCOHAIBHBIX JQHHBIX.

JIna NOCTHIKEHHA OCHOBHOM UE/IH 3aLUMTEI U ofecrneyeHns YKa3aHHBIX CBOHCTB MEPCOHATBHBIX

JaHHBIX cHeTeMa ofecneueHus HHPOPMALMOHHOH 6ea0MacHOCTH AAMMHHCTPALMKM paloHa JO/LKHA
obecneunsars 3QQPeKTHBHOE peLIeHHe CASAYIOMX 3a/at.

—  CBOEBPEMEHHOC BhIAB/ICHHE, OUCHKA H NPOrHO3MPOBAHHMC MCTOHHHKOB yrpo3 uidopmauu-
OHHO} GE30NacHOCTH, NPHYNH M YCIOBHH, CNOCODCTBYIOUIHX HAHECCHHIO yiepba 3aHHTEPECOBAHHBIM
cyGbeKTaM HHPOPMALMOHIBIX OTHOLICHHH, HAPYUICHHIO HOPMANIBHOrO (YHKIMOHHPOBAHHA undopma-
LMOHHO#M CHCTEMb! AAMHHUCTPALMH PaiioHa;

—  cO3flaHMe MeXaHH3IMa OnepaTHBHOrO

pearnpoBaHus Ha yrpossl 6e30nacHocTH uHbopMauHK
W HEraTHBHbBIE TEHICHUMH]

—  CO3MaHMe YCIOBMIT 1A MHHHMH3AUMH H JIOKATH3ALUHH HAHOCHMOrO yuepba HenpaBoMep-
HBIMH ACHCTBHAMM (DH3MUCCKHX M IOPHAHYCCKHX JIHLL, ocnabneHHe HeraTHBHOIO BJIHAHMA H JHKBHAA-
s nocaeacTeuit Hapyluenns 6e30nacHOCTH HHPOPMAUHH; '

~ ‘3aWMTy OT BMELIATEALCTBA B MPOLECC (YHKUMOHHPOBAHHA uHGOPMALIMOHHON CHCTEMBI

AIMMHHMCTDALMM PaiioHa TIOCTOPOHHMX JMLL (ROCTYM K UHGOPMALMOHHBIM PECYpCaM JO/DKHBI HMETh
TONBKO 3aPErMCTPHPOBAHHBIE B YCTAHOBNEHHOM NOPAAKE 110/1b30BATENH);

—  pasrpaHMueHHe J0CTyNa nosb30BaTeNceH K MHOPMALIMOHHEIM, aNNAPATHBIM, NPOTrPAMMHbIM
| MHBIM PecCypcaM aMMHMCTPaUKK pationa (BOIMOKHOCTE AOCTYMNA TONBKO K TEM Pecypcam M BbiNoj-
HEHUA TONBKO TEX ONepaliii ¢ HUMH, KOTOpbie HeOGXOAMMBI KOHKPETHBIM MO/IB30BATENAM AN BBINOA-
HEHUA CBOMX CTykeGHBIX 0693aHHOCTei), TO CTh 3aUIMTY OT HECAHKUMOHHPOBAHHOTO A0CTYTA;

—  oBecneueHne ayTeHTHHKAUMH MONb30OBaTENeH, YYaCTBYIOUWHX B uHdopMaLHMoHHOM 06~
MeHe (MOATBEPIKAEHHE NOUTHHHOCTH OTNPABHTENA H NOTyHaTeNA uHdopmaLnK);

—  3aWMTY OT HECAHKUMOHHPOBAHHON MOAMGHKALMH HCTIONB3YEMBIX 8 MHOOPMALIMOHHOH CH-
CTeME AIMHHUCTPALIH NIPOrPAMMHBIX CPEJICTB, A TAKIKE 3aUIMTY CHCTEMBI OT BHCAPCHHA HECAHKLMOHH-
POBAHHBIX MPOrPAMM, BKIIOUAA KOMMNBIOTEPHBIE BHPYCHI;

—  sauwTy HHGOPMALHK OrPAHHUCHHOrO MOB3OBAHWA OT YTEHKH MO TeXHHUYECKHM KaHaslaM
npu ee 06paGoTKe, XPAHEHIH 1 NIePEate Mo KaHaNaM CBA3H.

3.4. OCHOBHBbIE NyTH PELICHHA 3314 CHCTEMb! 3aLUHTDI.

[MocTasfieHHbIE OCHOBHEIE LUENH 3alUHTHI H pelIeHHE MEPEHHCIICHHBIX BbILLE 3a/1a4 AOCTHraKT-
ca.

—  CTPOrHM Y4ETOM BCEX MOMICHKAUIHX 3ALIHTE PECypcoB MHOPMALMOHHOH CHCTEMBI aZIMH-

HHCTpaunK (MHGOPMALIMH, 32184, IOKYMEHTOB, KAHAIOB CBA3H, CEpPBEpOB, ABTOMATH3NPOBAHHBIX pao-
UHX MecT);

KYpHANMPOBAHHEM JCHCTBHI MepCoHaNa, OCYLUECTBIAIOLIEr0 obenykupaHue U Moauduka-
LHIO NPOTPAMMHBIX H TEXHHUCCKHX CPEACTB HH(OPMAUMORHON CHCTEMBI;

~  NOAHOTOM, PeanbHOM BBINOAHKMOCTBIO H HENPOTHBOPEHHBOCTHIO TpeGoBaHHil OpraHu3aum-

OHHO-PACTIOPAAMTEbHBIX IOKYMEHTOB aIMHHHCTPALIHH pafiona no Bonpocam ofecneuenns Geonacko-
e uHbopMaumH;

—  NOArOTOBKO JIOMIKHOCTHBIX ML (COTPYAHHKOB), OTBETCTBEHHBIX 38 OPraHH3AUHIO M OCY-
me

CTRIIEHME TPAKTHUYECKUX MEPONPUATHIt MO 00eCcreyeHHIo 6e30MacHOCTH MEePCOHANBHBIX AAHHBIX H
npoueccor ux o6paboTk;

~  HazeneHHeM KMKIO0ro COTpYAHHKa (Monb30BATENA) MHHHMAIBHO HeoOXOAHMBIMH JU14 BBI-
[ONHEHNA MM CBOHX (DYHKUMOHANBHBIX 00A3AHHOCTEH MOMHOMOYMAMH N0 AOCTYMY K HHPOPMAUHOH-
HBIM pecypecaM aaMHHHCTPaUHH paHoHa;

YETKHM 3HaHHeM M CTPOrHM cobmoeHHeM BCEMH MOJIb30BaTEIAMH thbopMauuouuoﬁ CH-

CTeMB! AMMHHHCTPALIMH paiiona TpeGoBaHHMii OpraHH3aUHOHHO-PACTIOPAAHTENBHEIX JIOKYMEHTOB 10 BO-

npocam ofecneyeHna He30MaCHOCTH NEPCOHATbHBIX IaHHBIXS

~  NEpCOHANBHOI OTBETCTBEHHOCTBIO 32 CBOH ACHCTBHA KAAJIIOrO COTPYAHHKA, B PAMKAX CBOHX

GyHKUHOHANBHBIX ofs3aHHOCTEH HMEIOLEero AOCTYM K HH(OPMAUMOHHBIM pecypcam aJIMHHHCTPALIMH
paioHa;




HENPEPLIBHBIM NMOAAEPKAHHEM HEOOXOAMMOro YPOBHA 3AIMIIEHHOCTH 2/IEMEHTOB HHGOP-
MaUHOHHOM Cpefibl AMHHHCTPALHH paHoHa;

npUMeHeHHeM (DHINYECKHX W TeXHHYECKMX (MPOrpaMMHO-aNnapaTHbiX) CPEACTB 3aUIHTh]
PECYPCOB CHCTEMbI M HENPEPbIBHOH AAMHHHCTPATHBHOH NOAACPKKOH HX HCMONB30BAHHA;

—  3hGdeKTHBHBIM KOHTPO/NEM HAN COOMIONICHHEM NOB30BATENAMH HH(OPMALHOHHBIX pecyp-
COB aIMHHHCTpauuK TpeGopanuit no obecneyenmio GesonacHocTH HHGOpMALMH;

—  JOpHAHHECKON 3aUMTON HHTEPECOB AIMHHHCTPALMH PAHOHA MPH B3aUMOJICHCTBHH C BHEL-
HWMH OPraHM3auMaMy (CBA3aHHOM C OOMEHOM MEpPCOHANBHBIMM J@HHBIMH) OT MPOTHBOMPABHBIX nei-
CTBHH, KaK CO CTOPOHS! 3THX OPraHW3alMH, TaK H OT HECAHKLUMOHHPOBAHHBIX AeHCTBHHA obcnyAKHBaO-
HICT0 NEPCOHANA M TPETHHX JIHIL

4. OcHoBHbBIE NPHAIHNLI NOCTPOCHHS CHCTEMBI Ge3onacHocTi

NePCOHATIBHBIX AaNHBIX

HOCTpOCHMC cucTeMsl, obecrieyeHHs 6e30macHOCTH NMepCoOHAIbHBIX JAAHHBIX AAMHHHCTPALHH

paiiona, B ¢ (QYHKUHOHHPOBAHHE JOMKHBI OCYLIECTBAATLCA B COOTBETCTBHH CO C/CAYIOWIMMH OCHOB-
HBIMH NPHHLHNAMK:

—  3aKOHHOCTH:

—  CHCTEMHOCTb,

—  KOMIUIEKCHOCTS;

—  HEMnpepbIBHOCTh;
—~  CBOCBPCMEHHOCTD,

MPEEMCTBEHHOCTH 1 HENPEPBIBHOCTH COBEPLICHCTBOBAHHA; .
pasyMHas A0CTATOMHOCTb (IKOHOMUYECKAR LeNecO00pa3sHOCTD);
—  NepcOHaNbHAA OTBETCTBEHHOCTB;

—  MHHHMM3ALHA MTONHOMOYHHH;

-  ucKkmoueHHe KOHIHKTa HHTepecos;

—  B3aMMOJEHCTBHE H COTPYAHHYECTBO,

—  rMOKOCTL CHCTEMBI 3alLHTHI,

OTKPBITOCTH AITOPHTMOB H MEXaHH3MOB 3aUIHTBI;

NPOCTOTA NPHMEHEHHUA CPEACTB AT,

0BOCHOBAHHOCTEL M TEXHNUYECKAA PEaNn3yeMOCTh;

—  cneuManilaius 1 npodeccCHoHaNN3M;
—  06s3aTeNbHOCTL KOHTPOA.

>

4.1, 3aKOHHOCTS.

IIpeanonaraet OCyUIECTRICHHE 3ALHTHBIX MEPONPHATHH K pa3paboTKy cHcTeMbl 6e30MacHOCTH
NEPCOHANBHBIX AAHHbLIX A/IMMHUCTPALIUK PalHOHa B COOTBETCTBHH C ACHCTBYIOLUMM 3aKOHOAATENbLCTBOM
B 06/1CTH 3aLMTE NEPCOHATLHBIX AAHHBIX, & TAKXKE APYTHX 3aKOHOJATENBHBIX aKTOB N0 Ge3onacHocTH
undopmauun PO, ¢ npumenenies BCexX J03BONEHHBIX METOA0B OGHAPYKEHHA H NpPEceueHns NpaBoH
pyweHuii npu pabore ¢ nepcoHanbHbIMK AaHHbMH. TIpHHATEIC Mepbl 6€30MaCHOCTH NEPCOHANBHBIX
JI@HHBLIX HE A0/KHB! NPENATCTBOBATL AOCTYMY NPaBOOXPAHHTE/IbHBIX OPraHOB B MpPeAyCMOTPEHHBIX 3a-
KOHOZATE/ILCTBOM ClyHasX.

Bee nonb3opaten HHOOPMAUHOHHOM CHCTEMb! AIMHMHHCTPALIMK paoHa JIO/KHBI HMETh Npej-
cTasnenue 00 OTBETCTBEHHOCTH 3a NpaBoOHapyLieHus B o6nactH 06paboTKH NePCOHANBHBIX AaHHbIX.

4.2. CHCTEMHOCTS.

CucTeMHBIiT M01X0/1 K NOCTPOSHHIO CHCTEMbI 3alMThl HHGOPMALMK B AIMHHHCTPaUKXH paHoHa
NPeAnonaraeT y4eT BCeX B3aUMOCBA3AHHBIX, B3aAMMOACHCTBYIOLIMX H H3IMEHAIOLIMXCA BO BPEMEHH 3J1€-
MEHTOB, YCIOBHH M (DAKTOPOB, 3HAYHMBIX ANA MOHAMAHHA W pewieHHs npobnemel obecnevenns Ges-
ONACHOCTH MEPCOHANbHLIX AaHHBIX.

TIp1 co3naHmK CHCTEMBI 3aULHTHI IO/DKHBI YHHTBIBATLCA BCe cabbie H Haubonee ya3sHMbIE Me-
cTa UHGOPMAUMOHHOM CHCTEMb! AIMHHUCTPALMH PaliOHa, a TAKKe XapakTep, BO3MOXKHbLIE 00BEKTHI H
HANpABCHHA aTAK HAa Hee CO CTOPOHBI Hapywwreneii (ocobeHHo BBICOKOKBANHGHMUHPOBAHHBIX 3/10-
YMBILTEHHAKOB). CHCTEMA 3aUIHTEI I0/UKHA CTPOMTHCS C YYCTOM HE TOJIBKO BCEX H3BCCTHBIX KaHANOB
NPOHHMKHOBEHHA W HECAHKUMOHUPOBAHHOIO A0CTYNA K MHGOPMALIMK, HO M C YHETOM BO3MOKHOCTH NO-
ABNCHHA NPHHLUHNHANBHO HOBLIX MYyTeH peanu3aluy yrpos 6e30nacHOCTH.

4.3. KoMniexkCHOCT.

KoMmiekeHoe Hernonbsi0saiie METOA0B H CPEACTE 3alHThl KOMMNBIOTEPHLIX CHCTEM npeanosia-
raer CorjlacoBaHHOE MPHUMEHEHHE PAa3HOPOAHBIX CPCACTB MpH MOCTPOCHHH LENOCTHOH CHCTEMBI 3alliH-




Thi, NEPEKPHIBAIOILEH BCE CYLISCTBEHHbIE (JHAYMMBIE) KAHANH PEAnM3alMK YIpPo3 W HE CoaepiKalueH
cnabbIX MECT Ha CTHIKAX OT/E/bHbIX ee KOMMOHEHTOB. 3allHTa AOKHA CTPOMTHCA SLIETOHHPOBAHO.

BHewHAs 3aluTa A0/KHa 00ecneynBaTbes GUIHUECKAMH CPEACTEaMH, OPraHH3aUHOHHBIMH H NPaBo-
BBIMH MEPaMH.

4.4. HenpepeiBHOCTE 3aLUMTHL.

OGecneuenue 6€30NaCHOCTH NEPCOHATBHLIX AAHHBIX - MPOLECC, OCYLUECTBIIAEMBbIH PYKOBOA-
CTBOM aJIMHHHCTPALMM paioHa, aIMHHHCTpaTopoM Ge3onacHoCTH MHPOPMAUMOHHOH CHCTEMBI H CO-
TPYAHHKAMH BCeX YpoBHeH. DTO HE TO/NBKO W HE CTOABKO MPOUEAYPa WM MONHMTHKA, KOTOpas ocy-
IECTBIAETCA B ONpPEAC/ICHHbIH OTPE30OK BPEMEHH HIH COBOKYNHOCTB CPEACTE 3aLUMTHI, CKOMBLKO Mpo-
1ece, KOTOPbIi JO/KEH [IOCTORHHO MATH HA BCEX YPOBHSX BHYTPH aIMHHHCTPAUMH W KaKAbIH COTPYA-
HUK QIMHHHCTPAUMH [O/KEH NPHHHMATH yHacTHe B 3TOM npouecce. JleaTenbHOCTh NO obecneueHHo
HHOOPMALMOHHOM 0e30NacHOCTH ABACTCA COCTABHON YacTbIO NMOBCEAHEBHON ACATE/IBHOCTH aAMHHH-
crpaumu ¥ ee 3hPEKTHBHOCTH 3ABUCHT OT Y4acTHS PYKOBOJCTBA a[IMMHHCTpaumy paiioHa B ofecneye-
HUM HHOOPMAUHOHHOIT 6e30MacHOCTH NEPCOHANBHBIX JAaHHBIX.

Kpome Toro, Go/ibIIMHCTBY (DU3MHECKUX U TEXHHYECKHX CPENCTB 3altuThl And 3QdeKTHBHOrO
BHINONHEHHA cBOMX (YHKUMIT HeofX0oAMMa MOCTOAHHAA OpPraHM3aUHOHHAA (aAMMHHMCTPATHBHAA) MOA-
nepixa (CBOCBpPEMEHHas cMeHa i 0fecneyeHne NPaBHIBHOTO XPAHEHHA M NPUMEHCHHA HMEH, Maporeit,
nepeonpeaeneHue noaHoMouHii 1 T.11.). [Tepeprisel B paGoTe CPeACTB 3aLMTEI MOTYT GBITH HCMONB30BA-
Hb! 3MOYMBILUJIEHHHKAMH JUTS RHANN32 NPUMEHAEMbIX METOJIOB M CPE/ICTB 3alUMTLL, /U1l BHEAPEHHUS crie-
UMATBHBIX MPOrpaMMHBLIX ¥ ArNapaThsIX "3aKIanoK" ¥ APYTHX CPECTB NPEOAONICHHA 3aLUHTEL.

4.5. CBOEBPEMEHHOCTE.

Ipeanonaraer ynpexaalounii xapakrep Mep obecrnieueHus 0e30MacHOCTH NEPCOHANBHBIX JaH-
HBIX, TO €CTb MOCTAHOBKY 34/1a4 110 KOMIUICKCHOH 3aLIMTE NEPCOHANbHbIX AAHHBIX H PEAIH3ALHIO MEP
obecneueHus 6e30NacHOCTH NEPCOHANBHBIX AAHHBIX HA PAHHUX CTAAHAX Pa3paGoTKy HHPOPMALHOHHBIX
CHCTEM B UCJIOM H UX CHCTEM 3ALIMTLI, B HACTHOCTH.

Pa3paboTKa CHCTEMBI 3aLIMTEI JIOMKHA BECTHCH NMAPAIENLHO ¢ pa3paboTKOH H pPa3BHTHEM ca-
MO#t 3alMiaeMoii HHGOPMAUMOHHONH CHCTEMBI. DTO MO3BONMT yuecTh TpeboBaHHA GE30NacHOCTH MpH
NPOCKTHPOBAHHN aPXHTCKTYPbI W, B KOHCYHOM cueTe, co3aats Gonee addexTnsHbie (Kak no sarpatam
PECYpPCOB, TAaK M MO CTOHKOCTH) CHCTeMBI, 00N1aalOUIHE A0CTATOUHBIM YPOBHEM 3aALUHIIEHHOCTH.

4.6. [TpeeMCTEECHHOCTh 1 COBEPIUIEHCTBOBAHHE.

Tpeanonaraet NOCTOAHHOE COBEPLICHCTBOBAHHE MEP H CPE/CTB 3aIUMTHI NEPCOHANIBHBIX aH-
HBIX HA OCHOBE MPEEMCTECHHOCTH OPraHH3aLHOHHbIX M TEXHHYCCKHX PELUEHHHA, KAAPOBOro cocTasa,
aHaIn3a QYHKUHOHHUPOBAHHA HHOPMALMOHHON CHCTEMbI AJIMMHHCTPALMH PAHOHA H CHCTEMbI e 3aLlH-

Th C YHETOM M3MEHEHHIT B METO/1aX M CPEICTBAX nepexsara HHHOpMaluH, HOPMATHBHBIX TPeOOBaHHI
110 3aLIHTE, AOCTHIHYTOIO OTEHECTBEHHOrO H 3apy0esKHOro onbiTa B 3T0M 06nacTH.

4.7. PasyMHas 10CTaTOMHOCTE (3KOHOMHYECKaA 11en1eco0bpa3HOCTS).

Ipeanonaract COOTBETCTEME YPOBHA 3aTpaT Ha obecneyeHHe GE30NacCHOCTH MEPCOHATBHBIX
JIAHHBIX LEHHOCTH MH(OPMALIHOHHBIX PECYPCOB M BEJHYHHE BO3MOXKHOrO yuiepba OT MX pa3rialieHus,
YTPAaTEL, YTEUKH, YHHUTOKEHHA 1 Hekaxkenus. Menonbayemsie Mepbl u cpescTsa obecneyenus Gesonac-
HOCTH HHGOPMALIMOHHLIX PECYPCOB HE JOKHDI 3aMETHO YXY/LIATE 3PrOHOMHYECKHE NoKasaTenu pabo-
Th! KOMIMOHEHTOB MH(OPMALMOHHON CHCTEMBl aAMHHHCTPaUMH paiiona. Manuuwnue mepsl GezonacHo-
CTH, MOMHMO 3KOHOMHUYCCKO HEIPEKTHBHOCTH, MPHBOAAT K YTOMJICHHIO M PA3APAXKEHHIO NepcoHana.

Cosnatb alCoMOTHO HENPEOAOIHMYIO CHCTEMY 3alllMThl NMPHHUMMHATLHO HEBO3MOKHO. [Toka
MepPCOHANbHBIC JIAHHLIE HAXOAATCA B 00palUIEHHH, NPHHHMAEMBbIE MEPbI MOTYT TOJIbKO CHHU3HTL BEPOAT-
HOCTB HEraTHBHBIX BO3/CHCTBHIT HAN yuepd OT HUX, HO HE HCKJIIOYHTL MX nonHocTslo. [lpu gocraroy-
HOM KOJIHYECTBE BpeMeHH M CPE/CTB BO3MOXHO npeononeTs mobyio 3amuty. [loaTomy umeeT cMbic
PACCMATPHBATL HEKOTOPLIH MpHeMiaeMblit ypoBeHb obecneuenus GesonacHocTd. BoicokoagdexTnpras
CHCTEMA 3aLIMTHI CTOMT J0POro, HCNosb3yeT NpH paboTe CyLECTBEHHYIO YacTh PeCYPCOB H MOKET CO-
37aBaTh OULYTHMBIE NOTONHMTENLHBIE HeyaoBeTa monb3osaTensM. BaxHo npaBunbHo BHIGpaTh TOT

JI0CTATOYHbIH YPOBEHb 3AULMTEI, MPH KOTOPOM 3aTPaThl, PHCK H pasMep BO3MOXHOro yuiepba 6eui 661
NPHEMAEMBIMH.

4.8. TlepcoHanbias OTECTCTBEHHOCTb,

[peanonaraer BO3IOKEHHE OTBETCTBEHHOCTH 3a obecneyeHHe 0e30MaCHOCTH MEPCOHAIBHBIX
JIAHHBIX H CHCTEMBI MX 00paloTKH Ha KAKAOTO COTPY/AHHMKA B MpEAEnax ero noaHomMouni. B coorser-
CTBMH C 3THM MPHHUMIOM pacnpee/ieHne npas v 0043aHHOCTEH COTPYAHHKOB CTPOHTCA TAKHM olpa-




30M, 4TO6BI B Cayuae /11060ro HAPYUIEHHA KPYT BHHOBHHKOB Gbijl YETKO W3BECTEH WM CBEIEH K MMHM-
MyMY.

4.9. MHHHMH3aUMA NTOJTHOMOYHIL.

OznauaeT npeoCTaBACHHE NONB30BATENAM MHHHMAIBHBIX NpaB J1I0CTyNa B COOTBETCTBMM CO
cayxebHOH HeobXxoauMocTeio. JIOCTYN K NepCOHANBHEIM AaHHBIM JIOJDKEH MPeIOCTaBNATLCSA TONBLKO B
TOM cay4ae # o0beme, eC/ii 3T0 HeOOXOAMMO COTPYIHHKY A1 BBIMOHEHHS €ro JOMKHOCTHBIX 0633aH-
HOCTeH.

4.10. Hcknouenne xondauxra HHTepecos (pasaeneHue GyHKUMIT).

Oddextupnas cucrema obecneyenns MHGOPMALMOHHON Ge30NacHOCTH NMpeanonaraeT HeTkoe
pasfencHue 00A3aHHOCTEH COTPYAHHKOB H MCKIIIOMEHHE CHTYauUMi, Koraa cdepa OTBETCTBEHHOCTH CO-
TPYAHHKOB AOMYCKAET KOH(IMKT HHTEPECOB. Cdpeper noTeHUHANBHBIX KOH(IHKTOB JA0MKHBI BHIABAATH-
CH, MHHHMHIMPOBATECH, M HAXOAMTCA MOA CTPOrMM HE3ABHCHMBIM KOHTpONEM. PeanusauMs AaHHOrO
NPHHUKNA NPEANONAraeT, YTO He OIHH COTPYAHHK He JI0/DKeH MMeTh MOJHOMOUMH, MO3BOMAIOUIHX eMy
CAHHONMHYHO OCYUIECTRIASTH BBINONHEHHE KPHTHYHBIX onepaumii. Hajenenue coTpy1HHKOB NOHOMOYH-
AMH, NIOPOKAROUMMH KOHDAHKT HHTEPECOB, aeT eMy BO3MOXKHOCTD MOATACOBBIBATL HHOOPMALHIO B
KOPBICTHBIX LUENAX WK C TeM, Y4TOOBI CKPBITL MPOGNEMBI WIH NOHeceHHbIe YObITKH. JIa CHIWKEHHA pHc-
Ka MaHHMY/JHWPOBAHHA NEPCOHANLHBIMM JAHHBIMH M PHCKA XHLUEHMA, TAKHE MONHOMOYMA NO/KHBI B
MaKCHMAIbHO BO3MOXKHOH CTeNeHH ObITh pasfieneHbl MeX1y PaziUYHBIMH COTPYAHHKAMH WIH NOApa3-
ACNCHHAMH AAMHHHCTPalMH paiiona. HeobXxoaMMo mpoBOAMTE . MepHOAHYECKHE MPOBEPKH O0A3aHHO-
cteit, GyHKUMIT W ACATENLHOCTH COTPYAHHKOB, BRINONHAIOUINX KIIOYEBbIE GyHKUMH, ¢ TeM, YTOObI om.
HE UME/IH BOIMOKHOCTH CKPLIBATL COBEpLUCHHE HenpaBOMEpHBIX AeiicTui. Kpome Toro, Heobxoamm

(o)
MPHHUMATL CMEUHATIEHBIC MEDPEI 110 HEAOMYLLUEHHIO Croeopa Mexny COTpYAHHKaMH.

4.11. B3aumoneHcTBHE 1 COTPYAHHYECTBO.

[peanonaraer cosnanue 61aronpUATHON aTMOCHEPh! B KONNEKTHBE AAMHHHCTPALIMK paiiona. B
TaKoH OGCTAHOBKE COTPYIHHKH JI0/UKHE! OCO3HAHHO COGMIOAATH YCTAHOBICHHEIC NPABMAA H OKa3LIBATS
CO/ICHCTBHE NCATENBLHOCTH aAMHHHCTPaTOpa 6e30NacHOCTH HHPOPMALMOHHON CHCTEMBI NEPCOHANBHBIX
NAHHBIX.

BakHbiM anementoM adheKTHBHON cHeTeMBl ofecnedeHns 6e30NacHOCTH NEPCOHANLHLIX AaH-
HbIX B aAMMHHMCTPAUMH PAHOHA SBACTCA BHICOKAS KynbTypa paboTei ¢ mudopmaumei. PyxosoacTso
AIIMHHHCTPAUMK PaiOHA HECET OTBETCTBEHHOCTD 3a CTPOroe COBMIONCHHE ITHHECKHX HOPM M CTaHAap-
TOB NPOGECCHOHANBHOM /eATENLHOCTH, NOAYEPKHBAIOWIEH H AEMOHCTPHPYIOWEH MepcoHany Ha Boex
YPOBHAX BaXHOCTH obecnevenna uHbOPMAUHOHHON Ge3onacHoCTH anMMHKCTpauny. Bee cotpyammky
AIMHHHUCTPAUMH PaiioHa NOMKHLI MOHMMATh CBOIO PO/ib B mpolecce ofecnedeHns HHPOPMALMOHHOM
Ge30nacHOCTH M MpHUHKMATEL yuacTHe B 3TOM npouecce. HecMOTpa Ha TO, 4TO BhICOKaS KyabTypa obec-
Ne4eHHs HHGOpMauHOHHOH GE30NACHOCTH HE rapaHTHPYET ABTOMATHYECKOrO JOCTHAEHHA LencH, ee
OTCYTCTBHE CO3AaeT GOAbLUC BOIMOKHOCTEH 1A HapyLICHHA GE30MacHOCTH WK He oGHapyxenns dax-
TOB €€ HapyLIeHHS.

4.12. THOKOCTE CHCTEMbL! 3AULHTDL.

Cucrema oGecnetcniud uindopmaunonHoi 6e30nacHocTH Ao/kHa GbiTh cnocobHa pearuposats
HA U3MCHCHMA BHELUHEH CPe/ibl 1 YCAOBMI OCYLIECTBNCHNS aIMHHHCTpaLMeit paliona cBoeii AeaTenbHO-
CTH. B 4MC/IO TAKHMX H3MEHEHMIT BXOAT: )
= H3MEHEHMA OPranH3aLMOHHON M WTATHOH CTPYKTYPh! AIMHUHHCTPALIUM paHOHa;

= H3MEHCHHUC CYIICCTBYIOWHMX HWAW BHEApPEHHE NPHHUHIMHATLHO HOBBIX MHQ)opmauuoume
CHCTCM;

— HOBBLIC TCXHIYCCKHC CPEACTEA.
Ceoiierso rufikocti cuctenmsr ofecniedenna unpopmaumonHoii GesonacHocTy wibasnser B Ta-

KHX CHTYaUMAX OT HeOOXOAMMOCTH NPHHATHA KAPAHHATBHBIX MEp MO MOMHON 3aMEHEe CPEACTB W METO-
AOB 3aUIHTHI HA HOBbIC, YTO CHIKAET €€ OOLLYIO CTOHMOCTb.

4.13.  OTKpLITOCTSL ANrOPHTMOB M MEXAHH3IMOB 3alLIHTHI.
CyTs npuHuMna OTKPLITOCTH WIFOPHTMOB M MEXGHM3MOB 3aLLUMTHI COCTOMT B TOM, YTO 3alHTA

He JIO/DKHA 00eCrnevHearics TOBKO 33 CYeT CeKPETHOCTH CTPYKTYPHOM OPraHH3alMM M anroOpHTMOB
(QYHKUMOHHPOBAHHA ¢¢ 1o/ICHCTEM. 3HAHHE AIrOPHTMOB PaboThl CHCTEMBI 3alUMTHI HE JO/DKHO AABaTh
BO3MOXHOCTH €€ NpeoioncHus (naxe asTopaM). 310, OIHAKO, HE O3HAYaeT, YTo MHQopmauns ob uc-
MOAB3YEMbIX CHCTEMAX 1 MEXAHWUIMAX 3aLUMTH A0/DKHA OBITE OOLWEeAOCTYNHA.

4.14. TlpocToTa NpHMEHEeHHA CPEACTB 3aLIHTHI.




MeXaHH3MB! 1 METOAL! 3ALIMTHI AOMKHSE! GbITh HHTYHTHBHO NOHATHLI 1 NpOCTHI B HCMONL30Ba-
HHH. TIpHMeHeHHe CPeCTE U METONIOR 3aLUTE! He JOMKHO GBITH CBA3aHO CO 3HAHHEM CrELMATBHAIX
ASLIKOB HAIH C BBITONIHEHHEM NCHCTBHH, TPEOYIOWNX JHAUHTENLHBIX AONONHHTELHBIX TPYAO3ATPAT NPH

obbrunoli paboTe 3apertcTpHPOBAHHBIX MONB30BATEEH, a TAKKE He JODKHO TpeboBaTh OT NoNB30BAaTE-
A4 BBIMONHCHHA PYTHHHEIX MAJIOTIOHATHLIX eMY onepauuii.

4.15.  OGOCHOBaHHOCTh ¥ TeXHHYECKas Pean3yeMocTb.

HH@opMaLHORHbie TEXHONOMHH, TEXHHYECKHE H TPOrPAMMHBIE CPEICTBA, CPECTBA H Mephl 3a-
UHTBI MEPCOHANBHBIX NAHHDIX JI0/KHbI ObITH PEATH3OBAHE! HA COBPEMEHHOM YPOBHE Pa3BHTHA HAYKH
TEXHHKH, OGOCHOBAHS! C TOUKH 3DEHHA AOCTHKEHHA 3a1AHHOTO YPOBHA 6€30MacHOCTH HHAOPMALHH |

3KOHOMHYECKO#H UeNeCO0OPa3HOCTH, & TAKKe JI0HKHb COOTBETCTBOBATH YCTAHOBNEHHBIM HOpMaM H
TpeboBaHHAM MO Ge30nacHOCTH NEPCOHANbHBIX AaHHBIX.

4.16. Cneumanisauus 1 npodiecCHOHAMHIM.

Tpeanonaraet npusieyenye Kk pazpaboTke CPESICTB H PEATHIALMM MEP 3ALUMTHI NEPCOHANBHBIX
AQHHBIX CMICUHAIHIHPOBAHHLIX OpraHu3auuii, Hanbonee NMoAroTOBNEHHBIX K KOHKPETHOMY BMAY Jes-
TeALHOCTH N0 obecneuetuio 6¢30NacHOCTH HHOPMALMOHHBIX PECYPCOB, HMEIOIMX OMBIT MPaKTH4e-
CKO#f paboThl M rOCYAApCTEEHHYIO JIMUEH3NIO HA NPABO OKA3AHWA YCIYr B 3TOH obnacTh. Peanuiaums
AIMHHHCTPATHBHBIX MEP 1 IKCILIYATALMS CPEACTB 3AUMTHI 0/KHA OCYIECTBIATLCA NPOGECCHOHANBHO

NOATOTOBACHHBIMH CNCUHATHCTAMY AAMHHHCTPALMK paiioHa (aAMMHHCTpaTOpoM Ge30nacHOCTH ME-
(opMaLHOHAON CHCTEMB! NEPCOHAILHBIX AAHHBIX). :

4.17. OBazaTenLHOCTH KOHTPONA.,

[peanonaraer 0643aTeNLHOCTL M CBOEBPEMEHHOCTD BBIABJICHHS M MPECEYCHHS MOMLITOK Hapy-
WEHHA YCTAHOBNCHHLIX npasui, obecneyenua GE30NacHOCTH MEPCOHANBHBIX NAHHLIX, HA OCHOBE MC-
MOAB3YEMBIX CHCTEM W CPE/ICTE SALIMTBI NEPCOHANBHBIX AAHHBIX, NPH COBSPLICHCTBOBAHHH KPHTEDHES 1
MCTOJIOB OLIEHKH 34)(1)01\"!‘“8!(00‘1‘“ 9THX CHCTEM M CpecTs.

KoHTponb 32 nesTenbHOCTHIO M0GOro nob3oBaTeNs, KAKIONO CPEiCTBA 3ALIHTE # B OTHOWE-
HHK NOOOro OOBEKTA 3aULATEI A0JIKEH OCYILECTBAATHCA HA OCHOBE NMPUMEHEHHR CPEACTE ONEPATHEHOID
KOHTPOAA M PEruCTpauitit it J0JDKEH OXBATHIBATD KAK HECAHKUIHOHHPOBAHHbIE, TAK H CaHKIHOHHPpOBaH-
Hble JICHCTBUA NOAb3OBATCNCH. .

Kpome Toro, addextusnas cucrema obecnevenns uudopmaunonnoii GesonacHoctH Tpebyer
HATHYHA ANCKBATHOH 1 BCCOOBEMMIONICH HHDOPMALIMH O TEKYUIEM COCTOSHHH NPOLECCOB, CBA3AHHBIX C
ABIAKCHHEM HHOpPMALMI 1 CBeACHUIT O COBMONCHHH YCTAHOBNEHHBIX HOPMATHBHLIX TpeGOBaHHii, a
TAKKE JONOMHUTENLHON MHGOPMALNN, UMEIOIIeH OTHOLUEHHe K MPHHATHIO peLICHH. Hudopmauus
RO/DKHA ObITb HAACKHOT, CEOCBPEMEHHOI, I0CTYNHOI H NPaBUABHO ohopmIIeHHOI.

Hepnocratku cictemsr obecneuenis uHpopMaLHOHHON 6e30NaCHOCTH, BEIABIEHHBIE COTPY/IHM-
KaMH aIMHHUCTPALINH A0/IKHBI HEME/ICHHO JOBOAHTHCA JI0 CBE/ICHHS IABBI AIMHHHCTPALMH W Onepa-
THBHO YCTPAHATLCA. BONpoOcL, KOTOPLIC KAKYTCA HE3HAYHTENBHBIMH, KOT/1a OTAENbHbIC MPOLECCH! pac-
CMATPHBAKOTCS H3OMHPORANHO, NPH PACCMOTPEHHH HX HAPAMY C APYrHMH ACMEKTAMH MOTYT yKa3aTh Ha

OTPHUATENBHBIC TCHICHLIHY, IPpO24UIHE NepepacTH B KPYIHBIC HEAOCTATKH, €C/IH OHH HE 6)’11)’!‘ CBOC-
BPEMEHHO YCTPaHCHLL.

S. Meput, veroant i epencrna obecnedenus TpeGyemMoro ypoBHs 3aunTh nupopmanm-
OHHBIX pecypcon

3.1. Mepst obecnicvenns nndopmatmonHoit GesonacHocTH

Bee mepot ofecicienii GezonaciocTd MHGOPMALIMOHHON CHCTEMbI aIMHHHCTpaUMH paloHa
NOAPAa3ENRIOTCA HAa:

— MpaBoOBLiC (3ax0HOATENbHBIE);

= MOpPaNbHO-3THYECKHE;

—  TEXHOJIOrHUCCKHE,

= OpraHH3auHoHible (aAMHHHCTPATHBHBIE);
- dusnyeckue;

TEXHUYCCKIE (UNMAPATYpPHbIC  NPOrpPaMMHBIE).

J3.1.1. 3akonoparenuusie (pasosbie) MEPHI 3ALMTSI.

K npaeosuin Mepan 3auiTel OTHOCATCA JHCTBYIOUHE B CTPAHE 3aKOHBI, YKA3bl H HOPMATHB-
HbIC AKTBI, peraamenTHpyioliie npasnia odpaleHHa ¢ NEPCOHANLHBIMK JaHHBIMH, 3aKperIfloLUIHe

npasa ¥ 06A3aHHOCTH YHACTHHKOB ItH(OPMAUMOHHBIX OTHOLICHHH B mpouecce ux 06paboTku 1 Henonb-
30BAHHA, @ TAKKE YCTAHABAHBAIOLME OTBCTCTBEHHOCTD 32 HApYLIEHHA 3THX npasui. [paBosbie Meps!




3aMKTEL HOCAT B OCHOBHOM YTIPEXKAIOMUIME, npodmriaxTiydeckuii Xapakrep M TpeGYIOT MOCTOAHHOM
PayBACHHTENBHON paboTh! C MOMB30BATENIMH H OOCTYKHBRIOUIMM NEPCOHANOM HHPOPMAUHOHHOM Ci-
CTEMBI aIMHHHCTPALIMH paioHa. :

5.1.2. MopanbHO-ITHHECKHE MEPH! 3aLIHTEL.

K MOpaibHO-3THYECKHM MEPaM OTHOCATCA HOPMBI MOBEJCHHS, KOTOPbIC TPAAHLUHOHHO CII0AKH-
AHCH KM CKIAILIBAIOTCA N0 MEPE PRCTpOCTPAHEHHS HH(POPMALHOHHBIX TEXHOJONHH B o0mecTBe. OtH
HOpME! Gonbwiell HACTHIO HE ABASIOTCE OOAIATENBHBLIMM, KaK 3aKOHOJATE/IbHO YTBEPIKACHHLIC HOpMa-
THEHEIC AKTHI, OHAKO, MX HECODMOACHHE MOKET NPHBECTH K NaZICHHIO aBTOPHTETA, NPECTHKA Ye10Be-
K2, FPYNINE! ML WIH AIMHHHCTPALMH B UenoM. MopansHO-3THYECKHE HOPMBbI GBIBAIOT KaK HEMHCAHBIE,
TaK H MHCAHBIE, TO €CTH ODOPMICHHEIE B HEKOTOPEIH CBOJ (YCTaB) MPaBWII WK NpeAnucanui. Mopasns-
HO-3THYECKHE MEDE! 3AUIMTE! SBAKIOTCA MPOQHIAKTHYECKHMH H TPeOYIOT NMOCTOAHHOH paboTh! Mo co-
3aHMIO 3A0POBOTO MOPATBHOIO KJIMMATA B KOJUIEKTHBE.

5.1.3. TexHOAOrHYECKHE MEPbI 3ALUMTHI.

K nannOMYy BHIY MEp 3AUIHTHI OTHOCATCA PasHOrO PO TEXHONOHYECKHE PELUCHHA H NPHEMBI,
OCHOBAHHBIE HA MCMONBIOBAHHH HEKOTOPHIX BHAOB M3OBITOYHOCTH (CTPYKTYpPHOH, QyHKUHMOHAILHOM,
HH(OPMALIHOHHOMN, BPEMEHHON M T.M.) ¥ HANPABIEHHbIC HA YMEHbLICHHE BO3MOXHOCTH COBEPILECHUSA
COTPYAHHKAMH OLIMGOK H HAPYIIEHHIT B PaMKaX NPEOCTABACHHBIX HM NPAB U NONHOMOUMH.

5.1.4. Opranu3auyoHHble (AIMHHHCTPATHBHBIE) MEPbI 3AULTEI. .

OpraHu3aLHOHHbIC (AAMHHHCTPATHBHBIE) MEPHI 3ALUMTHI - 3TO MEPbl OPraHH3aLMOHHOrO Xapak-
Tepa, per;aMeHTHPYIOLIHE NPOLECCh (HYHKIHOHHPOBAHKA CHCTEMbI 00paboTKH NEPCOHATBHBIX JIAHHBIX,
HCMO/B30BAHHE €€ PECYPCOB, ACATENLHOCTH OOCIY/KHBAIOLIErO MEPCOHANA, A TAKKE MOPAZIOK B3aHMO-
neicTBHA nosb30BaTesNell ¢ CHCTEMOM TakuM o0pa3om, uToGe! B HaubosbILeH CTENEHH 3aTPYAHHTE HIH

MCKJIIOMHTD BO3MOYKHOCTD peaiH3aunn yrpo3 6e30nacHOCTH WM CHH3WTH pa3Mmep MoTeph B Cyyae MX
peaIH3aLH.

5.2. ®opMHpOBaHHE MONHTHKH OE30MacHOCTH.

I'naBHas uenb aAMHHHCTPATHBHBIX Mep, NMpPEANpHHHMAEMBIX HA BBICUIEM YNPABICHHECKOM
YPOBHE - CHOPMMPOBATH NMOJHTHKY B 006/1acTH oGecrnieyers Ge30NacHOCTH NEPCOHANBHBIX JaHHBIX (OT-
PAKAIOULYIO MOAXOMB! K 3ALMTE NEPCOHATBHBIX JAHHBIX) H 00CCNEUHTD ee BHINONHEHHE, BbLAC/AS HEoO-
XOZUMBIE PECYPChI H KOHTPOJIMPYS COCTOAHME JIe1.

C npakTHYECKOil TOYKH 3peHHs MONHTHKY B obnacTH obecrieuenus 6€30MacHOCTH nmepcoHab-
HBIX JIAHHBIX B AAMMHHCTpaUMK paioHa uenecoobpasHo pa3buTe Ha aBa yposHA. K BepXxHeMy ypoBHIO
OTHOCATCH pCeLUCHHA PYKOBOACTEA, 3aTParuBaloUiHe AeaTeJIbHOCTh AAMHHHUCTPALIMH B LCJIOM. [NonuTHka
BEPXHEr0 YPOBHA JO/DKHA HETKO OYEPTHTH Cepy BAMAHMA W OTPAHHYCHHA MPH ONPCIACICHHH UC/CH
6e30MacHOCTH NMEPCOHANBHBIX JIAHHBIX, OTIPS/ICANTL KAKHMH pecypcamMu (MaTepHabHbIC, CTPYKTYpPHBIE
OpraHu3alMoHHbIe) OHM GYAyT JOCTHIHYTHI, M HaHTH PasyMHbIH KOMMPOMHCC MEKIY npuememu‘
ypoBHeM 0e30nacHOCTH H QYHKIMOHATBHOCTBIO.

TToANTHKA HWKHErO YPOBHS, ONpejesseT NpoLeaypsl, H NPaBHIa JOCTHXKEHHA Le/ieH H pele-
HUA 3a/1a4 6e30NaCHOCTH NEPCOHANBHBIX JAHHBIX H AETANH3HPYET (PernaMeHTHPYET) 3TH NPaBHIIa:

—  KAKOBb! POJIH M OBA3aHHOCTH JOMKHOCTHBIX JIMLL, OTBEHAIOLIME 3a MPOBEJCHHE MONHTHKH
6e30nacHOCTH MEPCOHANbHbIX AaHHBIX;

— KTO MMEET Mpasa A0CTYNa K MepCOHANBHBIM JaHHLIM, KTO H MPH KaKHX YC/IOBHAX MOXET
YUTATh K MOAH(HLHPOBATH NEPCOHAIBHBIC JAHHBIC H T.L.

[MosMTHKA HIKHErO YPOBHA JO/IKHA:

—  MpeAyCMaTpHBATH PeriaMeHT HHQOPMALMOHHBIX OTHOWIEHMH, HCKIIOYAKOWMX BO3MOX-
HOCTB TIPOM3BOABHBLIX, MOHOMOMNBHEIX HIH HECAHKUMOHHPOBAHHBIX ACHCTBHH B OTHOUICHHH MH(pOpPMA-
UHOHHBIX PeCypCoB;

—  ONpeeNATh KOATHUHOHHBIE H HEPAPXHYECKHE NPHHLIMIB! M METO/IBI Pas/Ie/ieHHA CeKpeTOoB
H Pa3rpaHHYeHHs 0CTYTIA K NEPCOHANBHBIM JaHHBIM;

— ppIGMpaTh NpOrpaMMHO-TeXHHHeckHe (anmapathsie) cpeactsa npotusoaedicteus HCJL,
ayTeHTHDHKALMH, ABTOPH3ALHMH, WICHTH(HKALIMH M ADYTHX 3LINTHEIX MEXAHHIMOB, 00CCTIeYHBAIOLIHX
rApaHTHH PeaTH3aLMUH NPAB H OTBETCTBEHHOCTH CYOBEKTOR HHOOPMAUMOHHBIX OTHOWICHHH.

5.3. PernaMeHTauua JOCTYN4 B MOMELUCHHS.

KomnoHenTs! HGOPMALMOHHON CHCTEMbl AIMHHHCTPALMM paiOHa AO/DKHBI pasMellaTsed B
MOMEIeHHAX, HAXONAUIMXCS MOA OXPaHOH WiIH HAOMOACHHEM, HCKITIOHAIOIHM BO3MOKHOCTb GECKOH-
TPO/IBHOTO NPOHHKHOBEHHA B MOMEIICHHS MOCTOPOHHHX JHILL H 00eCneyHBaloliM H3HYECKYIO CO-




XPaHHOCTE HAXOJALIMXCA B MOMEUICHHH 32LHILACMBIX PeCypcoB (nokymentos, APM u T.n.). Y6opka
TAKHX TIOMElIeHHit [10/DKHA NPOH3BOANTECA B MPHCYTCTBHH OTBETCTBEHHOrO COTPY/AHHKA, 33 KOTOPBIM
3aKpervIeHbl IAHHBIC KOMIIOHEHTBI, C COOMIONICHHEM Mep, HCKIIOUAKOLIMX J0CTYI NOCTOPOHHHX JIHLL K
3aHIAeMBbIM HHOOPMALHOHHBIM pecypeam.

Bo Bpema 0GpaGOTKHM NEPCOHANLHBIX AAHHBIX B TAKMX MOMCIUICHHAX JIO/UKEH NPHCYTCTBOBATE
TOMBKO MEpCOHAI, 0MYLIEHHBIH K paboTe ¢ MepCOHANBHBIMA JAaHHBIMH. 3anpeniaercs NpUeM MoceTHTe-
neil B IoMeLIeHusX, Koraa ocyuiectaasercs 00paboTka nepcoHanbHbIX AaHHBIX.

[To okoHuaHWK pabouero AHs, NOMENICHHs, B KOTOPLIX PasMEILAlOTCH KOMITOHEHTHI uHbopma-
LHOHHOM CHCTEMb! AAMHHHCTPALMK PaOHa, OJKHBI 3aNHPATLCA HA KIOY.

B ciyuae OCHALICHHA NOMEILEHHH CPE/ICTBAMH OXPAHHOH CHIHAIM3ALMH, & TAKOKE ABTOMATHIN-
POBAHHOI CHCTEMO#i NMPHEMa H PErHCTPALIMM CHIHAJIOB OT STHX CPEJICTB, MPHEM-CAata TAKHX MomeLie-
HUHi 1TOJ1 OXPaHY OCYLIECTBIAETCA HA OCHOBAHHH CIICLMATBHO pa3pabarsiBacMOH HHCTPYKIIHH.

5.4. PernaMeHTAlMA JOMYCKA COTPYAHHKOB K HCTONB30BAHMIO MH(OPMALHOHHBIX Pecypeos

B pamKax paspelHTeIbHOH CHCTEeMb! (MaTpHiLBl) AOCTYNA YCTAHABIMBACTCA: KTO, KOMY, KaKylo
HH(OPMALHMIO M JUTS KAKOTO BH/1A I0CTYNA MOXKET NPEJIOCTABHTS H NPH KAKHX YCITOBHAX.

Jlonyck nosib3osateseit K pabote ¢ HHPOPMALUMOHHOH CHUCTEMOH aAMMHHCTPALMH H 10CTYN K €€
pecypcam 10/KeH ObITh CTPOro per;iaMeHTHpPOBAH. Jlio6ble H3MEHEHMA COCTABA H MOJIHOMOYHH NOMBL30-
paTeneit NOJCHCTEM JIOKHBI POH3BOUTECH YCTAHOBICHHBIM MOPSKOM.

VpoBeHb MOTHOMOYHH KKIOro MoAb30BaTeNs ONPEAeNSeTes HHAMBHAYUIBHO, cobnopasn cie-
aylouHe TpeboBaHHA:

—  Kaxablii COTPYAHHK NOAB3YETCA TONBKO MPEANHCAHHBIMH E€MY MPABAMH MO OTHOIICHHIO K
MEePCOHANBHBIM JIAHHBIM, C KOTOPLIMH €My Heobxoauma paboTaTh B COOTBETCTBHH C JO/KHOCTHBIMH
06%3aHHOCTAMH. PacluMpenue npas A0CTYNa W NMPeaocTaBlIeHHe A0CTYNa K AONOMHHTEILHBIM undgop-
MALMOHHBIX pecypcaM, B 0043aTe/IbHOM MOPAAKE, A0DKHO COrJIACOBRIBATECA C ANMHUHHCTPATOPOM Ges-
OnacHOCTH HHHOPMALMOHHOH CHCTEMBI NEPCOHANBHBIX JAHHBIX;

— asa paifosa MMeET Npasa Ha MPOCMOTP MH(OPMAUHH CBOHMX TNOAYHHEHHBIX TOABKO B
YCTAHOBJIEHHBIX NPE/IENaX B COOTBETCTBHHN CO CBOMMM J0/IKHOCTHLIMH 00A3aHHOCTAMH.

Bce COTpYAHHMKH aIMMHMCTPALMH paiioHa U 06CIyKHBAIOLMIT NEPCOHA, JIOJDKHBI HECTH nep-
COHANBHYIO OTBETCTBEHHOCTH 33 HAPYIIEHHS YCTAHOBJICHHOTO MOPALKA 06paboTkH nepcoHaNbHBIX AaH-
HBIX, TIPABH/I XPAHEHHS, HCTIOb30BAHUA  NEPE/IatH HAXOAAUMXCA B HX PACMOPAKCHIIH 3aLUHLLACMbIN
pecypcoB cucTembl. Kavkapii coTpyaHHK (NpH npHeme Ha paboTy) A0/UKEH NOANKCHIBATL 00A3ATENLCTBO
0 COBIONHHH 1 OTBETCTBEHHOCTH 3a HApyLICHHE YCTAHOBJICHHBIX TPEOOBAHMH N0 COXPAHEHHIO NEPCO-
HANTBHBIX AAHHBIX aAMHHHCTPALMH paioHa. )

OGpaboTKa epcoOHANbHBIX ARHHBIX B KOMIIOHCHTaX HHQOPMALMOHHOI CHCTEMBI AIMHHHCTPA-

UHH pai‘iona JIOJDKHA NPOH3BOAWTHCA B COOTBCTCTBHH C YTBECPAKACHHBIMH TEXHOJIOFHYECKMMH HHCTPYK-
LUHAMH.

5.5. PernameHTanua nNpoueccoB o0C/TyKHBAHHA H OCYLIECTBIICHHA MOAH(UKALIMH annapaTHbIX U
NpOrpaMMHBIX PeCypcoB

B uensx nojjiepkaHua pexuma uHbopMauMoHHOH 6e30nmacHOCTH annapaTHO-NpOrpaMMHas
KOH(HIypaLKa ABTOMATHIUPOBAHHBIX PaGOUMX MECT COTPYAHHKOB aAMHHHCTPALUH paiioHa, ¢ KOTOPBIX
BOIMOKEH AOCTYN K pecypcam MH(OPMALMOHHOH CHCTeMbl, JO/DKHA COOTBETCTBOBATH Kpyry BO/IO-
JKEHHBIX Ha IAHHBIX 110/1b30BaTe/eH QYHKUMOHAIBHBIX 0043aHHOCTEH.

B KOMMoHeHTax MHGOPMALMOHHON CHCTEMbl H Ha pabounx MecTax nonb30BaTeNieh 0/DKHbI
YCTAHABIHBATHCA M HCAO/B3OBATHCA JIMUCHIHOHHBIE MPOrPAMMHBIC CPECTBA.

5.6. OBecnieueHHe ¥ KOHTPOb (PU3HYECKOH LEJIOCTHOCTH (HEH3MEHHOCTH KOH(HIypaLHH) ar-
napaTHbIX pecypcoB

OGopyoBanie MHPOPMALMOHHONH CHCTEMb, HCTONB3YEMOE Ul 0CTYTA H XPAaHCHHA nepco-
HAMBHBIX JAHHBIX, K KOTOPOMY MOCTYN OBC/IY)KHBAIOWIEro MepCcoHana B MpOLECCe IKCILTYaTaUHH HE

Tpe6ye'rcx, NocAe HaNaA0uHbIX, PEMOHTHBIX H HHBIX pa60T, CBA3aHHBIX C JIOCTYIIOM K €ro KOMMOHCHTaM
JIOJDKHO 3aKpbiBaTbCA.

5.7. TloaBop ¥ NOAroTORKa NepcoHasa, oGyueHne nojbp3osareneci

TMonbzoateny HHHOPMALMOHHOIN CHCTEMB! AIMHHHCTPALMH PaHOHa, & TAKKE PYKOBOJALIMIA H
0GCAYKHBAIOWMI NEPCOHAN 0JKHB! ObITh O3HAKOMIICHBEI CO CBOHM YPOBHEM MOJIHOMOYHH, & TaKXKe
OpraHH3aUHOHHO-PACTIOPAMTE/ILHOH, HOPMATHBHOH, TEXHHYCCKOH H 9KCIUTYATALHOHHOH AOKYMEHTa-

umeit, onpeaensiouleii TpeboBaHuA U NOPAACK 06paboTKH NEPCOHATBHBIX JAHHBIX B AAMHHHCTPALHH
paioHa.




O6ecrieyenye GE30MACHOCTH NEPCOHATBHBIX JaHHBIX BO3MOXHO TOJBKO MOCIC BBIpabOTKH Y
NONL30BATE/EH ONMPEACICHHOH KYJIBTYPHI pabotel, T.e. HOPM, 0BS3aTENILHBIX JUTS UCTIOTHEHUA BCEMM,
k10 paboraer ¢ HHGOPMALUMOHHBIMH PECYPCaMH aIMHHHCTPAlMH paiiona. K TakuM HOpMaM MOXKHO OT-
HeCTH 3ampellieHne JI00bIX YMBIULUIEHHBIX HIH HEYMBIULICHHBIX neHCTBHIl, KOTOpbie HApYLIAIOT HOP-
ManbHYIO paboTy KOMMNOHEHTOB uHGOPMALIMOHHON CHCTEMBI, BbI3BIBAIOT JIOTIO/IHHTEILHBIC 3aTPAThl pe-
CYpCOB, HAPYLIAIOT LENOCTHOCTD XPaHUMOH M o6pabarsiBaemoil MH(OPMALMH, HAPYWIAT MHTEpeCh!
2aKOHHBIX MONL30BATENEH, BaNe/bLUes HiH COOCTBEHHHKOB.

Bce nons3osaTend WHGOPMAUMOHHOH CHCTEMbl aAMHHHCTPALIHH paiioHa J0/DKHBI OBITh O3Ha-
KOMACHBI C OPraHH3alUHOHHO—PACTIOPAAHTENBHBIMH JIOKYMCHTAMH no obecneueHHI0 6€30MacHOCTH nep-
COMATBHBIX NAaHHBIX AJIMHHMCTpAlMH paHoHa, B 4acTH, HX kacarouieiics, AOJKHBI 3HaTh W HEYKOCHHM-
TeNBHO BHIMOMHATE MHCTPYKLMH M 3HATH obuue obs3aHHOCTH MO obecneueHHIo 6e30NacHOCTH Nepco-
HATBHBIX JalHbIX. JloBeeHHe TpeOoBaHUH YKa3aHHEIX JIOKYMEHTOB /10 JIML, JonyuieHHbIX k 06paboTke
JAMLIAEMBIX NEPCOHANBHBIX JIAHHBIX, J0/DKHO OCYLIECTBIATLCA MOA POCTIHCD.

5.8 OTBETCTBEHHOCTb 3@ HAPYUICHHA YCTAHOB/IEHHOTO MOPA/KA MO/IL3OBAHHA PECYPCaMH HH-
(OPMALIHOHHO# CHCTEMb! AIMHHHCTPALMH palioHa.

Mepa OTBETCTBEHHOCTH MEPCOHANA 32 JCHCTBHA, COBEPIICHHBIC B HapyLIEHHe YCTaHOBJICHHBIX
npasun obecneuenus Ge30nacHoM paGoThl ¢ MEPCOHAIBHBIMA JAAHHBIMH, A0/UKHA OTIPEACIATLCA HAHC
ceHHbIM yuepboM, HANMYHMEM 3/10TO YMBICIA H APYTHMH daxTopamMu No YCMOTPEHHIO IJ1aBbl aAMHHH-
CTpalMH paloHa.

JUisi peanu3aumy NPHHUMIA NEPCOHANbHOI OTBETCTBEHHOCTH nonb30BaTeNei 3a CBOH AeHCTBHA
HEOOXOIHMBL: ‘

—  unaMBMAYanbHAs MACHTHOHKALMA NONB30BATEACH H HHHUHHPOBAHHBIX HMH NPOLIECCOB, T.C.
YCTAHOBJICHHE 33 HUMH HACHTH(UKATOpa (login, Username), Ha Gase KOTOPOro GYAET OCYUIECTBARTHCH
pasrpaHHueHHe 10CTyNa B COOTBETCTBHH C MPHHLMIIOM 000CHOBAHHOCTH JIOCTYI1a;

—  MpoBepKa MOJUTHHHOCTH nionb30eareneii (ayreHTHOHKALMA) Ha OCHOBE naponeH;

— peakuus Ha TONBITKH HECAHKUHOHWPOBAHHOTO NOCTYTIA (curHanuzauus, GIOKHPOBKA H
T.JL.).

5.9. Cpencrea obecrieuenus 6e30nacHoCTH MEPCOHATLHBIX AAHHBIX

Jlna obecneueHns HHPOPMALHOHHOM 6e30MacHOCTH aZIMHHHMCTpALMK- PaHOHA HCMOJBL3YIOTCA
ClIE/LIOlIHE CPEJICTBA 3ALUHTHI:

—  (hH3HUECKHE CPEACTBA;

—  TeXHHWYECKHe CPeJCTBa; :

—  cpecTBa WICHTH(HKALMK H ayTCHTHHHKALIH ToJb30BaTeneH;

—  CpeACTBA PasrpaHHuCHHUA I0CTYNa;

— cpeacTsa obecrneyeHHs ¥ KOHTPONA UENOCTHOCTH,

—  CcpeJcTBa ONEPaTHBHOIO KOHTPOJIA H perncTpauit coOpITHIH 6€30NacHOCTH.

CpencTsa 3alnThl A0/KHBI IPHMEHATHCA KO BCEM PECypeaM MHGOPMALUMOHHON CHCTEMbI 2/1-
MHHHCTPALHH PaiioHa, He3aBHCHMO OT HX BH/A H (POPMBI NPE/ICTABICHHA HHGOPMALIMH B HHX. ’

5.9.1. dusuuecKHe CPEACTBA 3ALMTHI

(DU3HUECKHE Mepbl 3alIMTHl OCHOBAHBI HA MPHMEHEHHH PA3HOTO POJA MEXAHHHECKHX, NeK-
TPOHHBIX WM 3J1EKTPOHHO-MEXAHHUCCKHX YCTPOWCTB M COOPYIKCHHH, CMELHANBHO MPEAHA3HAYCHHBIX
V15 CO3naHMs (PM3MUECKHUX MPENATCTBUI HA BOIMOKHBIX MyTAX MPOHHUKHOBCHUA H AOCTYNa TOTEHLH-
ATBHBIX HApYLIHTENeH K KOMIMOHEHTaM CHCTEMBl M 3AUMUIACMBIM MEPCOHATHHBIM AAHHBIM, 3 TaKKe
TEXHWYECKUX CPECTB BU3YaNbHOr0 Hab/IOACHHS, CBA3H H OXPaHHOM CHIrHATH3aLHH.

JUia obecneyeHns pu3HUecKoH 6e30nacHOCTH KOMIOHEHTOB HHOOPMALIMOHHOH CHCTEMbI AIMH-
HUCTpALMK PaioHa HEOOXONUMO OCYLIECTBAATL PAA OPraHH3AUMOHHBIX H TEXHHYSCKHX MCPONpPHATHH,
BKIOYAIONINX: NPOBEPKY OOOPYAOBAHHA, NPEAHASHAYCHHOrO U4 06paboTKH NEepCOHANbHBIX AAHHBIX,
Ha:

—  HaJHYMe CeUHATLHO BHEAPEHHBIX 3aKIAIHBIX YCTPOHCTE;

—  BBeJICHHE AOTONHUTENBHAIX OrPRHHYEHHMil MO JOCTYNY B MOMEIICHHS, NMPEAHASHAUCHHDIC
1A XpaHerns 1 00paboTKH NepCOHATBHBIX AaHHBIX;

—  oBopynoBaHHe CHCTEM HHOpMATH3ALMH YCTPOHCTBAMH 32UIHTHI OT COOSB AMEKTPONHTAHHA
H noMex B JIHHHUAX CBA3H.

5.9.2. TexHu4ecKHe CPeACTBA 3aLUHTHI

TexnuueckHe (aNNapaTHO-NPOrPaMMHBIE) MEpb! 3ALIMTHI OCHOBAHBI HA HCTIO/B30OBAHHH pasIHt-
HBIX 2MEKTPOHHBIX YCTPOHCTB H CMEUMANBHBIX NPOTPAMM H BBINOAHAIOUIMX (camMOCTOSTE/IBHO HIH B
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KOMIUIEKCE C APYTHMH CPeACTBaMH) HYHKUHH 3aUUHTEI (MaeHTHOHKALMIO W AYTEHTH(HKALMIO NOJL30-
paTesnei, pasrpaHHUeHHe J0CTyNa K pecypeaM, perucTpatHio coOBITHIH, KpUNTOrpadHyeckoe 3aKpbITHE
HHOOPMALIMH M T.AL.).

C yuetoM BCeX TpeOGOBaHMH H NPHHLMNOB OGECTeHeHHA 6e30MacHOCTH NEPCOHANBHBIX JAHHBIX
[0 BCEM HAMpABJCHHAM 3alUMTBl B COCTAB CHCTEMbl 3AUIUTHI AOJUKHBL ObITh BKJIIOYEHB! CHEAYIOLIHE
cpejcTBa:

—  CpejCTBA Pa3rpaHHHeHHs J0CTYNA K AaHHBIM,

—  CpeACcTBa PerucTpauuH A0CTYNA K KOMIOHECHTaM MHOOPMALUMOHHON CHCTEMbl H KOHTPOIA
33 HCNONB30BAHHEM HHOPMALHH;

—  CpejcTBa pearHpoBaHHA HA HAPYLICHNA PeKHMA HH(POPMALHOHHOH GE30NacHOCTH.

Ha TexHu4ecKkue CpPeCTBA 3aUINTEI BO3JIAracTCs PEUICHHE CICAYIOUHX OCHOBHBIX 3334

—  WaeHTHOUKaLUMA W ayTeHTHOHKALMSA NOAL3OBATENCH NPH NOMOLH HMCH HAH CTICUHATBHDIX
annapatheix cpeacts (Advantor, Touch Memory, Smart Card u.1.m.);

—  pernameHTalMs W YNpaejeHue 0CTyNoM rnojib3oBaresnel B MoMeuenus, K (HDH3HYECKHM M
JIOFHYECKHM YCTPOHCTBAM;

—  3aWM¥TA OT NPOHMKHOBEHWA KOMMBIOTEPHBIX BHPYCOB W PaspyLIHTEILHOTO BO3/CHCTBUA
BpC}lOHOCHbIX nporpaMM;

~  perMcTpauva BCeX ACHCTBHI N01630BATENR B JAUIMILEHHOM HKYPHANE, HANHUHE HECKOIBKUX
YPOBHEH perucTpatuu;

~  3aWMTa AAHHBIX CHCTEMbI 3aLMTHI Ha (aiiN0BOM CepBepe OT A0CTyNa noJjib30BaTeneH, B YbH
JO/KHOCTHBIE 06A32aHHOCTH He BXOAMT paboTa ¢ HHPOPMALIHH, HAXOAAIIEHCA HA HEM.

5.9.3. Cpencrsa naenTH(HKAUNUK U ayTeHTHOHKALMH nons3oparesnen

B ue/ax npeaoTspauienns paboTsl ¢ pecypcaMH HHYOPMAUHOHHOH CHCTEMbl aIMHHHCTPALAH
paiioHa NOCTOPOHHHX JIHLL HEOBXOAUMO 0BecrieYHTh BO3MOKHOCTD PACMO3HABAHHA KKIOTO NeraibHOro
nons3osarens (win rpynn nosssosarenei). Ui uaeHTHQHKALUMH MOTYT NPHMEHATLCA PA3THIHOTO Po/a
YCTPOHCTBA: MArHHTHbBIE KAPTOUKH, KOUH, KAKOUEBLIC BCTABKH, AMCKETDI M T.M.

AyreHTHuKauus (NOATBEPIKACHHE MOMIMHHOCTH) MONL30BATE/ICH TAKKE MOMKET OCYLIECTB-
NATHCA:

—  MyTeM NPOBEPKH HAIMYMA Y MO/b30BATENCH KaKux-mub0o crielManbHeIX YCTPOHCTB (Mar-
HUTHBIX KAPTOUEK, KIOUEH, KITIOUEBBIX BCTABOK H T.AL.); y

—  MyTeM NpPOBEPKM 3HAHHA HMH naposnei;

—  myTeMm MpOBEPKH YHHKANBHBIX HHIHHECKHX XAPAKTEPHCTHK H NApaMETPOB CaMHX MOL30BA-
Teneii pH NOMOLLH CrIeUHANBHBIX GHOMETPHHECKHX YCTPOHCTS.

5.9.4. CpeActsa pa3rpaHHyeHna A0CTyna

30HBI OTBETCTBEHHOCTH M 3371a4H KOHKPETHBIX TEXHHYECKHX CPE/CTB 3alHThl yCTAHABIHBAIOT-
¢Sl HCXO/A H3 MX BO3MOMKHOCTEH M IKCIUTYATAUMOHHBIX XaPAKTEPHCTHK, OMHCAHHLIX B IOKYMEHTAUHH Ha
JIaHHbIC CPEACTBA.

TeXHHYECKHE CPECTBA PA3TPAHHYCHHA JOCTYMNa JOJUKHBI MO BO3MOMKHOCTH ObITh COCTABHOMH
4acTolO ennuoi& CHCTEMbl KOHTPOJIA aocryna:

~  HA KOHTPOJIMPYEMYIO TEPPHTOPHIO;

- B OTAeNbHbLIE NTOMEUICHHA,

— K KOMIOHEHTaM HH(OPMAUMOHHOMN Cpe/ibl AIMHHUCTPALMH PAiOHa H 3/IEMEHTAM CHCTEMBI
3AUATH NEPCOHANBHBIX JAHHBIX (hU3HuecKuit KoCTyN);

~ K MHOPMAUHOHHBIM pecypeanm (JOKYMEHTaM; HOCHTCAM undopmauny, daiinam, naGopam
JaHHbIX, apXHBaM, CNIPaBKaM H T.A.); '

~ K aKTHBHBIM pecypcam (MPHKIAAHBIM NPOrpaMMaM, 3ajauaM 1 T.M.);

= K onepauuouuoﬁ CcHCTEME, CHCTCMHBIM nporpammau H nporpammaM 34aUINThI.

5.9.5. Cpencrsa obecneueH s W KOHTPO/IA UEIOCTHOCTH

CpecTBa 00eCTIeYeHHs LeTOCTHOCTH BIJIIOHAIOT B CBOW COCTAB CPECTBA PE3CPBHOIO KOMHPO-
BaHuA, NPOTPAMMB! AHTHBHPYCHOI 3aLUHTBI, NMPOrpaMMbl BOCCTAHOBICHHA LICAOCTHOCTH OnepauHOHHO#H
cpesbl ¥ 6a3 aHHBIX. :

CpejicTBa KOHTPONS LENOCTHOCTH HH(OPMALMOHHBIX PECYPCOB CHCTEMbI NPE/IHASHANUCHL JUTA
CBOGBPEMCHHOTO OGHAPYKCHHA MOAMDHMKALMH HIH HCKOKCHHA PECYPCOB CHCTCMB. OHu no3BOAAIOT
06ecreyHTh NPaBHABLHOCTD (PYHKUHOHHPOBAHHSA CHCTEMBI 3ALUHTEL H LCIOCTHOCTD XpanumoH 1 obpaba-
TeizaeMOH HHGOPMALIKH.




KOHTPONIb UEA0CTHOCTH MH(OPMALMH H CPE/ICTB ALLHTI, C LEHIO OGeCHeye NS HECH3MEHHOCTH
HHGOPMALMOHHOH cpefibl, onpenenseMoii NpeayCMOTPEHHOH TeXHONOrHel o6paGoTku, W 3amMTH OT
HECAHKUHOHHPOBAHHOH MOAM(HKALMH NEPCOHANLHBIX IAHHBIX J0KEH 00eCNeHBATHCS:

~  CPeACTRaMY PATPAHHYEHHA A0CTYNa (B MOMEIUEHHS, K TOKYMEHTaM, K HOCHTeRAM HEGOp-
MaUHH, K CEpBEpaM, JIOTHYECKHM YCTPOHCTBAM H T.1.);

— CPEACTBAMH ICKTPOHHOM NOANHCH;

—  CPCACTBAMM MOACHUETA KOHTPOJNBHBIX CYMM (U1 HCMOJIb3YEMOTO NMPOrPaMMHOND ObccHese-
HHA).

J.9.6. Cpe/icTBa OnepaTHBHOIO KOHTPO/A H PErHCTPALHH COOBITHI Ge30nacHoCTH

Cpencrsa 00LEKTHBHOTO KOHTPOIS I0/BKHBI 00eCHe HBaTh O0HapyXCHHE H PETHCTPAIHIO BoEX
coberTHii (neficTuii nons3oeareneii, nonsrroxk HCJ[ u T.I.), KOTOPBIE MOIYT MOBJE4S 32 COOOI Hapy-
lweHHe Ge30nacHOCTH W NPHBECTH K BOIHHKHOBEHMIO KPHIHCHBIX CHTyauMii. AHanu3 coOpanHON cpea-
CTBAMH PErHCTPAUMH HHOOPMALHH NOIBONSET BLIABHTL (DAKTH! COBEPIICHMS HapYLIeHHH, HX XapakTep,
NIOACKA3ATL METOAL €ro pacc/efoBatHs M CrocoObl MOMCKA HADYIUMTENR M MCNPABACHHA CHTYALMM.
CpesicTBa KOHTPO/IA M PErHCTPALIMH JO/IKHB! NpPEeOCTAB/IATD BO3MOKHOCTH:

T BOACHHA M aHaNH3a XKypHATIOB perHcTpaumy cobbITHii 6e30nacHOCTH (CHCTEMHBIX XypHa-
JIOB);

NOy4eHUs TBCPAOH KOMHH (1eHaTH) KypHAIa PerHCTpaLHH cobbITHil Ge30macHocTH;
~  VIOPANOHEHHA JKYPHAJIOB, & TAKKE YCTAHOBEHHA OTPAHHYEHHH Ha CPOK MX XPAHEHHS,
~  OiCpaTHBHOIO ONCBEIEHHUA AIMHHHCTPATOPa GE30NaCHOCTH O HapyILEHHSX. .

[Tpu peruerpaumn coGrrtiii GesonacHocTi B JKypHaie AokHa (ukcHpoBatbea ceayowan H-
dopmanus:

— Jarta H BpeMs COOBITHA;

= HACHTH(HKATOP CYOBEKTA, OCYIIECTBAMIOWEr0 PEFHCTPHPYEMOe ACHCTEHE;
— JieiicTBHe (THN JoCTYNA).

3.10. Kontpons 3G (PEeKTHBHOCTH CHCTEMBI 3ALLIHTEL

Kontpons addekTHBHOCTH 3a1upTh! NICPCOHANIBHBIX J@HHBIX OCYLUECTBISETCA C UEABbIO CBOE-
BPEMEHHOTO BBIABICHHA W NPENOTBPALUCHHSA YTEUKH NMEPCOHANBHBIX JaHHBIX 33 CHET HEeCAHKUHOHHPO-
BAHHOTO Z10CTYNa, a TAKKe NPEAYNPEKACHHS BOIMOKHBIX CHELHANBHBIX BO3ICHCTRHI, HANpAaBJICHHbIX
Ha YHHUTOCHHE NEPCOHWILHBIX NAHHBIX, PaspylICHHE CPEICTB HH(OPMATHIALMH. Koutpons moxer
NPOBOAHTECA NPHBICKACMBIMH 18 3TOH LIETH OPraHH3aLMAMH, HMEIOIMMH JHLEHIHIO Ha 3TOT BHJ fe-
ATENBHOCTH, i

Ouenka 3hheKTHBHOCTH Mep 3aLUUTEI NEPCOHAIBHBIX AAHHBIX MPOBOAMTCA C MCMNOAL3OBAHHEM

TCXHHYCCKHX H NPOrpaMMHBIX CPEACTB KOHTPO/IA HA NpeAMET COOTBETCTBHA YCTAHOBJICHHBIM Tpe6oaa-
HHAM.




